
                                  
 

        
 

 

 

 

DAVOS CHARTER 2015 

Project DIKTYO: 
 

TOWARDS A COHERENT SYSTEM FOR TRUSTED IDENTITIES  

IN A SECURE INTERNET(1)  

Recognizing:  

 With big data, the Internet of things and the arrival of new generations of power-
ful ubiquitous communication along with convergence and cloud computing, we 
are on the move into yet unchartered territory in digital communications.  

 A wealth of new services, meeting our outstanding needs in health, education, 
commerce, and public services, stand to be developed and scaled in ways never 
seen before. 

Aware that  

 Continued disorderly access and uncontrolled diffusion of personal information 
without our knowledge harbours significant risks for misuse. 

 Usability and security are currently subjected to trade-offs that create difficult 
choices for how to strike the balance.  

 It is becoming increasingly expensive and distortive for financial and other sec-
tors to insure and protect themselves against the risks of cybercrime taking ad-
vantages of security glitches. 

Against the background of  

 Billions of new human users - most of them members of a young generation - are 
set to join the Internet.  

 Trillions of devices, ranging from critical infrastructures to sensors to cars to re-
frigerators to toys or even watches and clothes, stand to go on line.  

                                                             
1   This Charter draws on the deliberations of the special event Roundtable “THE RISE OF BORDER-
LESS ELECTRONIC IDENTITIES:  ADDRESSING INTERNET PRIVACY, SECURITY AND 
TRUST IN THE POST-PASSWORD ERA”, Davos, January 21, 2015. 



                                  
 

        
 

 

 

 Each user and device will have to be embedded in trusted frameworks of authen-
tication and authorisation framed, in a myriad of constant borderless exchanges 
and transactions. 

 Devices will be set to take decisions automatically and autonomously.  
 

We, the under signers, agree on the importance of: 

 Mitigating security risks and increasing trust in this dense digital environment, 
with much higher precision and at lower cost than is the case today. 

 Initiating effective collaboration to put in place a coherent system for electronic 
identities, capable of handling derived identities, operating for humans as well as 
for devices.  

 Putting users in better control of their digital identity, including what data they 
share and of their privacy. 

 Ensuring trust interoperability between Cryptographic Rootkeys. 
 Paving the way for trusted search and other e-services, operating across sectorial 

and national boundaries. 
 

We therefore agree to   

 Plug into the proposed Single European Digital Identity Community as envisaged 
by the Digital Agenda (DAE) in its Key Action 16, collaborate with ETSI, W3C, and 
IEEE, and engage with the ITU, OECD, ISO and other multilateral and interna-
tional bodies of relevance to the global linkages and ramifications.  

 Build upon the Davos Charter of 2014  "Addressing Identity Management, Pri-

vacy, Security and Trust in Digital Communications". (2) 

 Draw upon the work that has been undertaken on new frameworks and business 
models, e.g., an Individual Digital Identity (INDI) by the GINI project (3), compris-
ing user control in sharing personal information, a new generation of service de-
livery, public data provision and user-driven operator services ensuring the in-

                                                             
2   The Davos 2014 Charter followed on the Roundtable “Addressing Identity of People and Things, Pri-
vacy, Security and Trust on the Cloud”, sponsored by WISeKey, in which selected speakers, including 
Neelie Kroes, European Commissioner; Humberto Ribeiro, SCS – Ministry of Development, Brazil; Prof. 
Thomas Andersson, IKED; Prof. Alex (“Sandy”) Pentland, MIT and Marina Grigorian, Fraunhofer FO-
KUS, discussed the future of identity management and data governance under the moderation of Carlos 
Moreira. https://www.wisekey.com/press/wisekey-exclusive-panel-identity-security-big-success-world-
economic-forum-annual-meeting-davos/  

3   Consisting of eight European partners, after three years as a support action to the European Commis-
sion, GINI-SA is currently in a follow-up stage of implementing its Roadmap for long-term solutions to 
identity management in digital communication. 

 

https://www.wisekey.com/events/addressing-identity-people-things-privacy-security-trust-cloud/
https://www.wisekey.com/events/addressing-identity-people-things-privacy-security-trust-cloud/
https://www.wisekey.com/press/wisekey-exclusive-panel-identity-security-big-success-world-economic-forum-annual-meeting-davos/
https://www.wisekey.com/press/wisekey-exclusive-panel-identity-security-big-success-world-economic-forum-annual-meeting-davos/


                                  
 

        
 

 

 

tegrity of data, reputational protection, intellectual property rights protection 
and trust.  

 Benefit from the provision of OISTE ‘s Rootkey (4) and its innovative neutral 
Trust Framework.  

 Further examining how to reconcile, diverse technical solutions, including re-
quirements of common protocols. 

 Defining what legal cross-border interoperability is required for orderly authen-
tication and authorisation in the world of tomorrow.  

 
In order to Achieve: 

 A coherent system for trusted identities, operating for humans as well as for digi-
tal devices.  

 A neutral platform for all stakeholders, bridging Multiple Jurisdictions, to address 
issues of Cyber Security, Search, Privacy and Data Governance in a secure and 
open Internet. 

 

* * * * *  

 

Signed (Please print requested details): 

Place, Date:   ______________________ , ______________________________ 

By (First name, Name):  ________________________________________________________ 

Signature:   ________________________________________________________ 

Organisation name:  ________________________________________________________ 

    ________________________________________________________ 

 Signatory’s Position:  ________________________________________________________ 

 

Contact email address:  ________________________________________________________ 

                                                             
4   The Geneva-based International Secure Electronic Transactions Organization / Organization Internation-

ale pour la Sécurité des Transactions Electroniques. 


